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Abstract: According to PDA in smart grid, which faced with security issues, key management and authentication
protocol for PDA in smart grid based on scrambling PUF were presented. With the construction of mobile trusted
platform by trusted hardware module and PDA, a key management mechanism was designed which presented for
the indentify of hardware and controlled by user, to guarantee the security of key management and build a safe and
effective mechanism of key backup and recovery. Based on trusted hardware module, security access for PDA in
smart grid was realized, with the public and private key of key management strategy and improved access authenti-
cation protocol based on public key cryptography.
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